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Copyright

© 2001-2024 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software described in
this document is furnished exclusively under a restricted license or non-disclosure
agreement. Copies of software supplied by Intercede Limited may not be used resold or
disclosed to third parties or used for any commercial purpose without written authorization
from Intercede Limited and will perpetually remain the property of Intercede Limited. They
may not be transferred to any computer without both a service contract for the use of the
software on that computer being in existence and written authorization from Intercede
Limited.

No part of this publication may be reproduced, stored in a retrieval system or transmitted in
any form or any means electronic or mechanical, including photocopying and recording for
any purpose other than the purchaser's personal use without the written permission of
Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to ensure the
accuracy of the information, the information contained in this manual is delivered without
warranty, either express or implied. Intercede Limited will not be held liable for any damages
caused, or alleged to be caused, either directly or indirectly by this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MyID® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other brands
and their products are trademarks or registered trademarks of their respective holders and
should be noted as such. All other trademarks acknowledged.

Apache log4net

Apache License Version 2.0, January 2004 http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as
defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by
this License.

"Source" form shall mean the preferred form for making modifications, including but not
limited to software source code, documentation source, and configuration files.

REST Web Service Notifications Page 2 of 36



intercede

"Object" form shall mean any form resulting from mechanical transformation or translation of
a Source form, including but not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the
work (an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on
(or derived from) the Work and for which the editorial revisions, annotations, elaborations, or
other modifications represent, as a whole, an original work of authorship. For the purposes of
this License, Derivative Works shall not include works that remain separable from, or merely
link (or bind by name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work
and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an
individual or Legal Entity authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted" means any form of electronic, verbal, or written
communication sent to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems, and issue tracking
systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each
Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable copyright license to reproduce, prepare Derivative Works of, publicly
display, publicly perform, sublicense, and distribute the Work and such Derivative Works in
Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each
Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-
free, irrevocable (except as stated in this section) patent license to make, have made, use,
offer to sell, sell, import, and otherwise transfer the Work, where such license applies only to
those patent claims licensable by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated
within the Work constitutes direct or contributory patent infringement, then any patent
licenses granted to You under this License for that Work shall terminate as of the date such
litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works
thereof in any medium, with or without modifications, and in Source or Object form, provided
that You meet the following conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License;
and
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(b) You must cause any modified files to carry prominent notices stating that You changed
the files; and

© You must retain, in the Source form of any Derivative Works that You distribute, all
copyright, patent, trademark, and attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative
Works that You distribute must include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not pertain to any part of the
Derivative Works, in at least one of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or documentation, if provided along
with the Derivative Works; or, within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents of the NOTICE file are for
informational purposes only and do not modify the License. You may add Your own
attribution notices within Derivative Works that You distribute, alongside or as an addendum
to the NOTICE text from the Work, provided that such additional attribution notices cannot be
construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional
or different license terms and conditions for use, reproduction, or distribution of Your
modifications, or for any such Derivative Works as a whole, provided Your use, reproduction,
and distribution of the Work otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution
intentionally submitted for inclusion in the Work by You to the Licensor shall be under the
terms and conditions of this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify the terms of any
separate license agreement you may have executed with Licensor regarding such
Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks,
service marks, or product names of the Licensor, except as required for reasonable and
customary use in describing the origin of the Work and reproducing the content of the
NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied,
including, without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely
responsible for determining the appropriateness of using or redistributing the Work and
assume any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and
grossly negligent acts) or agreed to in writing, shall any Contributor be liable to You for
damages, including any direct, indirect, special, incidental, or consequential damages of any
character arising as a result of this License or out of the use or inability to use the Work
(including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.
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9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative
Works thereof, You may choose to offer, and charge a fee for, acceptance of support,
warranty, indemnity, or other liability obligations and/or rights consistent with this License.
However, in accepting such obligations, You may act only on Your own behalf and on Your
sole responsibility, not on behalf of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability incurred by, or claims asserted
against, such Contributor by reason of your accepting any such warranty or additional
liability.

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the
fields enclosed by brackets "[]" replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate comment syntax for the file
format. We also recommend that a file or class name and description of purpose be included
on the same "printed page" as the copyright notice for easier identification within third-party
archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file
except in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the
License is distributed on an "AS I1S" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied. See the License for the specific language governing
permissions and limitations under the License. ---
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Conventions used in this document

+ Lists:
* Numbered lists are used to show the steps involved in completing a task when the
order is important.
» Bulleted lists are used when the order is unimportant or to show alternatives.
» Bold is used for menu items and for labels.
For example:
» Record a valid email address in ‘From’ email address.
» Select Save from the File menu.
« [talic is used for emphasis:
For example:
» Copy the file before starting the installation.
» Do not remove the files before you have backed them up.
» Bold and italic hyperlinks are used to identify the titles of other documents.
For example: "See the Release Notes for further information."

Unless otherwise explicitly stated, all referenced documentation is available on the
product installation media.

* A fixed width fontis used where the identification of spaces is important, including
filenames, example SQL queries and any entries made directly into configuration files or
the database.

» Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:
Note: This issue only occurs if updating from a previous version.

« Warnings are used to indicate where failure to follow a particular instruction may result in
either loss of data or the need to manually configure elements of the system.

For example:

Warning: You must take a backup of your database before making any changes to it.
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1 Introduction

The REST web service notifications system allows you to send notifications from MyID to
REST web services for lifecycle events. For example, you can update a physical access
control system (PACS) to enable or disable access for a particular card when it is issued or
managed in MyID, or inform connected systems such as a workflow automation platform,
endpoint management solution, or stock control system when credentials have been issued
to a person.

MyID provides standard notifications for:

« Issuing, canceling, enabling, and disabling devices.
- Adding, editing, enabling, disabling, and deleting people.
« Adding and updating Issue Card requests.

To implement each of these notifications, you must set up an external system within MyID
that provides details of your REST web service, including authentication details, and a
mapping file that describes the format of the payload that you want to send to the web service
endpoint. See section 2.3, Configuring an external system for REST notifications.

MyID provides sample mapping files for each of the standard notifications. You can write your
REST web service to consume the payload provided by these notifications, or use the
provided mapping files as a basis for your own requirements. See section 2.1, Standard
REST notifications for details of the data provided by the standard notifications.

For information on creating your own mapping files, see section 2.2, Creating a mapping file.

You can manage REST web service notifications using the Notifications Management
workflow; see the Using the Notifications Management workflow section in the
Administration Guide for details. From the Notification Type drop-down list, select Rest
Service to search for notifications sent to REST web services.
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2 Configuring REST web service notifications

To configure REST web service notifications, you must choose a mapping file.
You can use either:
« Astandard REST web service notifications mapping file.
See section 2.1, Standard REST notifications.
or
» A new mapping file.
See section 2.2, Creating a mapping file.

Once you have chosen or created your mapping file, you can configure MyID with an external
system for REST service notifications; see section 2.3, Configuring an external system for
REST notifications.
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2.1

Standard REST notifications

By default, MyID provides the following standard REST notifications with corresponding

mapping files:

Notification

Mapping file

Description

DisableCard

DisableCard.xml

Sends a notification to a
REST web service when a
device is disabled in MyID.

See section 2.1.1,
DisableCard notification.

EnableCard

EnableCard.xml

Sends a notification to a
REST web service when a
device is enabled in MyID.

See section 2.1.2,
EnableCard notification.

REST Device Cancelled

RESTDeviceCancelled.xml

Sends a notification to a
REST web service when a
device is canceled and
therefore removed from
association with any people.

See section 2.1.3, REST
Device Cancelled notification.

REST Device Issued

RESTDevicelIssued.xml

Sends a notification to a
REST web service when a
device is issued and has a
status of Active.

See section 2.1.4, REST
Device Issued notification.

REST Device Reassigned

RESTDeviceReassigned.xml

Sends a notification to a
REST web service when a
device is reassigned.

See section 2.1.5, REST
Device Reassigned
notification.

REST Person Added

RESTPersonAdded.xml

Sends a notification to a
REST web service when a
person is added to MyID.

See section 2.1.6, REST
Person Added notification.

REST Web Service Notifications
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Notification Mapping file Description

REST Person Deleted RESTPersonDeleted.xml Sends a notification to a
REST web service when a
person is deleted from MyID.

See section 2.1.7, REST
Person Deleted notification.

REST Person Disabled RESTPersonDisabled.xml Sends a notification to a
REST web service when a
person is disabled in MyID.

See section 2.1.8, REST
Person Disabled notification.

REST Person Edited RESTPersonEdited.xml Sends a notification to a
REST web service when a
person is edited in MyID.
See section 2.1.9, REST
Person Edited notification.

REST Person Enabled RESTPersonEnabled.xml Sends a notification to a
REST web service when a
person is enabled in MyID.

See section 2.1.10, REST
Person Enabled notification.

REST Request Added RESTRequestAdded.xml Sends a notification to a
REST web service when an
Issue Card request is added in
MyID.

See section 2.1.11, REST
Request Added notification.

REST Request Updated RESTRequestUpdated.xml Sends a notification to a
REST web service when an
Issue Card request is updated
in MyID.

See section 2.1.12, REST
Request Updated notification.

You can create an external system for each of these REST notifications. Use the name of the
notification as the name of the external system, and select the corresponding mapping file.
See section 2.3, Configuring an external system for REST notifications.
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2.1.1 DisableCard notification

The pisablecard event sends a notification to a REST web service when a device is
disabled in MyID.

If you configure an external system with the name pisablecard and specify the
corresponding mapping file bisableCard.xml, you can configure MyID to respond to the
event with the following.

2.1.1.1 Endpoint
POST /devices/{device GUID}/deviceDisabled

2.1.1.2 Data

"device": {

"id": "<device guid>",

"sn": "<device serial number>",

"dt": "<MyID device type>",

"validity": {
"from": "<ISO format issuance date>",
"to": "<ISO format expiration date>",
"enabled": <true|false>

s

"hid": {
"serialNumber": "<HID loop ID>",
"facilityCode": "<HID facility code>"

¥
s
"person": {

"logonName": "<logon name>"
}

2.1.1.3 Expected response
A 200 oK response in the event of success.
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21.2 EnableCard notification

The Enablecard event sends a notification to a REST web service when a device is enabled
in MyID.

If you configure an external system with the name Enablecard and specify the corresponding
mapping file Enablecard.xml, you can configure MyID to respond to the event with the
following.

2.1.2.1 Endpoint
POST /devices/{device GUID}/deviceEnabled

2.1.2.2 Data

"device": {

"id": "<device guid>",

"sn": "<device serial number>",

"dt": "<MyID device type>",

"validity": {
"from": "<ISO format issuance date>",
"to": "<ISO format expiration date>",
"enabled": <true|false>

s

"hid": {
"serialNumber": "<HID loop ID>",
"facilityCode": "<HID facility code>"

¥
s
"person": {

"logonName": "<logon name>"
}

2.1.2.3 Expected response
A 200 oK response in the event of success.
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21.3 REST Device Cancelled notification

The REST Device Cancelled eventsends a notification to a REST web service when a
device is canceled and therefore removed from association with any people. This may be
caused by a variety of operations; for example, canceling a device, erasing a device, or
reaching a limit of devices per person, for example.

If you configure an external system with the name REST Device Cancelled and specify the
corresponding mapping file RESTDeviceCancelled.xml, you can configure MylD to respond
to the event with the following.

2.1.3.1 Endpoint
POST /devices/{device GUID}/deviceCancelled

2.1.3.2 Data

"person": {
"id": "<person guid>",
"group": {
"id": "<group guid>",
"name": "<group name>"

name": {
"first": "<first name>",
"last": "<surname>"
s
"contact": {
"emailAddress":"<email address>"
s
"employeeId":"<employee ID / security number>",
"logonName": "<logon name>"
3
"device": {
"id": "<device guid>",
"sn": "<device serial number>",
"dt": "<MyID device type>",
"hid": {
"serialNumber": "<HID loop ID>",
"facilityCode": "<HID facility code>"

2.1.3.3 Expected response
A 200 ok response in the event of success.
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21.4 REST Device Issued notification

CMs

The REST Device Issued eventsends a notificationto a REST web service when a device

is issued and has a status of Active.

If you configure an external system with the name REST Device Issuedand specify the
corresponding mapping file RESTDeviceIssued.xml, you can configure MyID to respond to

the event with the following.

2.1.4.1 Endpoint

POST /devices/devicelIssued

2.1.4.2 Data

{
"person": {
"id": "<person guid>",
"group": {
"id": "<group guid>",
"name": "<group name>"
s
"name": {
"first": "<first name>",
"last": "<surname>"
s
"contact": {
"emailAddress":"<email address>"
T
"employeeId":"<employee ID / security number>",
"photo":"<base 64 encoded user image>",
"logonName": "<logon name>"
s
"device": {
"id": "<device guid>",
"sn": "<device serial number>",
"dt": "<MyID device type>",
"validity": {
"from": "<ISO format issuance date>",
"to": "<ISO format expiration date>",
"enabled": <true|false>
s
"hid": {
"serialNumber": "<HID loop ID>",
"facilityCode": "<HID facility code>"
}
}
}

2.1.4.3 Expected response
A 200 okresponse in the event of success.

REST Web Service Notifications
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2.1.5 REST Device Reassigned notification
The REST Device Reassigned event sends a notification to a REST web service when a
device is reassigned.

Note: You can reassign devices only using the MyID Core API; see the Reassigning devices
section in the MyID Core API guide for details.

If you configure an external system with the name REST Device Reassigned and specify the
corresponding mapping file RESTDeviceReassigned.xml, you can configure MyID to
respond to the event with the following.

2.1.5.1 Endpoint

POST /devices/deviceReassigned

2.1.5.2 Data

"devices": {
"id": "<device guid>",
"previousOwnerID": "<previous owner ID>",
"newOwnerID": "<new owner ID>",
"operation": "reassign"

2.1.5.3 Expected response

A 200 oK response in the event of success.
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216 REST Person Added notification

The REST Person Added event sends a notification to a REST web service when a person's
account is added to MyID.

If you configure an external system with the name REST person Added and specify the
corresponding mapping file RESTPersonAdded. xml1, you can configure MyID to respond to
the event with the following.

2.1.6.1 Endpoint
PATCH /people/{People.ObjectID}/personAdded

2.1.6.2 Data

{
"person": {

"id": "<object ID of the person>",

"account": {
"dn": "<person Distinguished Name>",
"domain": "<domain>",
"samAccountName": "<SAM account name>",
"upn": "<UPN>"

s

"contact": {
"emailAddress": "<email>"

s

"employeeId": "<employee id>",

"enabled": "<@|1>",

"name": {
"first": "<first name>",
"fullName": "<full name>",
"last": "<last name>"

¥

"group": {
"id": "<object ID of the group>",
"name": "<group name>"

}s

"logonName": "<logon name>"

2.1.6.3 Expected response
A 200 oxresponse in the event of success.
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21.7 REST Person Deleted notification

The REST Person Deleted eventsends a notification to a REST web service when a
person's account is deleted from MyID.

If you configure an external system with the name REST pPerson Deleted and specify the
corresponding mapping file RESTPersonDeleted.xml, you can configure MylD to respond to
the event with the following.

2.1.7.1 Endpoint
DELETE /people/{People.ObjectID}/personDeleted

2.1.7.2 Data

{
"person": {

"id": "<object ID of the person>",

"account": {
"dn": "<person Distinguished Name>",
"domain": "<domain>",
"samAccountName": "<SAM account name>",
"upn": "<UPN>"

s

"contact": {
"emailAddress": "<email>"

s

"enabled": "0",

"name": {
"first": "<first name>",
"fullName": "<full name>",
"last": "<last name>"

s

"group": {
"id": "<object ID of the group>",
"name": "<group name>"

s

"logonName": "<logon name>"

}
}

2.1.7.3 Expected response
A 200 okresponse in the event of success.
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2.1.8 REST Person Disabled notification

The REST Person Disabled event sends a notification to a REST web service when a
person's account is disabled in MyID.

If you configure an external system with the name REST pPerson Disabled and specify the
corresponding mapping file RESTPersonDisabled.xml, you can configure MyID to respond
to the event with the following.

2.1.8.1 Endpoint
POST /people/{People.ObjectID}/personDisabled

2.1.8.2 Data

{
"person": {

"id": "<object ID of the person>",

"account": {
"dn": "<person Distinguished Name>",
"domain": "<domain>",
"samAccountName": "<SAM account name>",
"upn": "<UPN>"

s

"contact": {
"emailAddress": "<email>"

s

"enabled": "0",

"name": {
"first": "<first name>",
"fullName": "<full name>",
"last": "<last name>"

s

"group": {
"id": "<object ID of the group>",
"name": "<group name>"

s

"logonName": "<logon name>"

}
}

2.1.8.3 Expected response
A 200 okresponse in the event of success.
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219 REST Person Edited notification

The REST Person Edited eventsends a notification to a REST web service when a person's
account is edited in MyID.

If you configure an external system with the name REST person Edited and specify the
corresponding mapping file RESTPersonEdited.xml, you can configure MyID to respond to
the event with the following.

2.1.9.1 Endpoint
PATCH /people/{People.ObjectID}/personEdited

2.1.9.2 Data

{
"person": {

"id": "<object ID of the person>",

"account": {
"dn": "<person Distinguished Name>",
"domain": "<domain>",
"samAccountName": "<SAM account name>",
"upn": "<UPN>"

s

"contact": {
"emailAddress": "<email>"

s

"employeeId": "<employee id>",

"enabled": "<@|1>",

"name": {
"first": "<first name>",
"fullName": "<full name>",
"last": "<last name>"

¥

"group": {
"id": "<object ID of the group>",
"name": "<group name>"

}s

"logonName": "<logon name>"

2.1.9.3 Expected response
A 200 oxresponse in the event of success.
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2.1.10 REST Person Enabled notification

The REST Person Enabled event sends a notification to a REST web service when a
person's account is enabled in MyID.

If you configure an external system with the name REST pPerson Enabled and specify the
corresponding mapping file RESTPersonEnabled.xml, you can configure MylD to respond to
the event with the following.

2.1.10.1 Endpoint
POST /people/{People.ObjectID}/personkEnabled

2.1.10.2 Data

{
"person": {

"id": "<object ID of the person>",

"account": {
"dn": "<person Distinguished Name>",
"domain": "<domain>",
"samAccountName": "<SAM account name>",
"upn": "<UPN>"

s

"contact": {
"emailAddress": "<email>"

s

"employeeId": "<employee id>",

"enabled": "1",

"name": {
"first": "<first name>",
"fullName": "<full name>",
"last": "<last name>"

s

"group": {
"id": "<object ID of the group>",
"name": "<group name>"

s

"logonName": "<logon name>"

}
}

2.1.10.3 Expected response
A 200 oxresponse in the event of success.
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2.1.11 REST Request Added notification
The REST Request Added eventsends a notification to a REST web service when an Issue
Card request is created in MyID.
This notification is triggered when the Issue Card request reaches a status of Awaiting

Issue.

If you configure an external system with the name REST Request aAdded and specify the
corresponding mapping file RESTRequestAdded. xm1, you can configure MyID to respond to
the event with the following.

2.1.11.1 Endpoint
POST /requests/{Requests.ObjectID}/requestAdded

2.1.11.2 Data

{
"request”: {
"target": {
"id": "<object ID of the target of the request>",
"name": "<target name>",
"logonName": "<target logon name>"
¥
"task": {
"desc": "IssueCard"
¥
"id": "<object ID of the request>",
"initiationDate": "<date the request was created>",
"status": "<request status>",
"credProfile": {
"id": "<object ID of the credential profile>",
"name": "<credential profile name>"
}
}
}

2.1.11.3 Expected response
A 200 oxresponse in the event of success.
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2112 REST Request Updated notification

‘IHI’CMS

The REST Request Updated event sends a notification to a REST web service when an

Issue Card request is updated in MyID.

This notification is triggered when the Issue Card request reaches one of the following

statuses:

®* Cancelled

®* AutoDisabled

®* Await Bureau

* Cancelled

* Completed

* Completed With Errors
* Created

* Failed

* In Progress

* In Transit

®* Suspended

If you configure an external system with the name REST Request Updated and specify the
corresponding mapping file RESTRequestUpdated. xml, you can configure MyID to respond

to the event with the following.

2.1.12.1 Endpoint

PATCH /request/{Requests.ObjectID}/requestUpdated

2.1.12.2 Data
{
"request": {

"target": {
"id": "<object ID of the target of the request>",
"name": "<target name>",
"logonName": "<target logon name>"

¥

"task": {
"desc": "IssueCard"

¥

"id": "<object ID of the request>",

"initiationDate": "<date the request was created>",

"status": "<request status>",

"credProfile": {
"id": "<object ID of the credential profile>",
"name": "<credential profile name>"

}

}
}
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2.1.12.3 Expected response

A 200 oK response in the event of success.
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2.2 Creating a mapping file

MyID provides example mapping files for the standard notifications; see section 2.7,
Standard REST notifications for details of these files and their output.

You can use these files as a basis for your own files, or create your own files from scratch. Do
not edit the content of the provided files, as they may be overwritten if you update or upgrade
your system.

Mapping files are stored in the following folder by default:
C:\Program Files\Intercede\MyID\Components\ExternalSystemMappings\

Any XML file you place in this folder is available for selection from the Mapping File drop-
down list in the External Systems workflow.

Note: If you make changes to your mapping file after setting up your external system, you
must edit your external system and save it again so that MyID picks up your changes.

2.21 Notification

The <Notification>node is the root node of the XML file. Each mapping file has one and
only one <Notification> node, which contains the <pataSources>, <Endpoint>, and
<Body> hodes.

2272 DataSources

The <pataSources> node contains one or more <bataSource> hodes, each of which
specifies the name of a table or view in the MyID database. You must specify which field in
the table or view you are matching against the device, person, or job ID for the notification.
You can also specify an optional WHERE clause to restrict the data further; MyID does not
support multiple records in a notification, so if the data source and where clause result in
multiple records, the first record is used.

Each <patasource> node has the following format:

<DataSource ID="id" View="view or table name" Lookup="identifier" FieldName="field" />

where:

« 1ID-—a unique identifier for the data source. You use this to identify the data you want to
use in the endpoint and body.

« view—the name of the view or table in the MyID database that contains the data you
want to use.

« Lookup — the identifier used to look up the appropriate record in the table or view. You
can use the following values:

» DeviceID —the ID of the device that is the subject of the notification.
» personID—the ID of the person who is the subject of the notification.
« JobID—the ID of the job of the operation that is being carried out.

« FieldName —optionally, if it is not the same as the Lookup value, the name of the field in
the view or table to compare against the identifier.
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For example:

<DataSources>

<DataSource ID="People" View="vPeopleUserAccounts" Lookup="PersonID" />
<DataSource ID="Devices" View="vDevices" Lookup="DeviceID" />
</DataSources>

This creates two data sources:

« Adata source called people that contains the data from the vPeopleUseraAccounts view
in the MyID database. The ID of the person who is the subject of the notification is used to
match against the person1D in the view.

» A data source called pevices that contains the data from the vDevices view in the MylD
database. The ID of the device that is the subject of the notification is used to match
against the pevice1n field in the view.

You can now access any field in the vPeopleUserAccounts view for the person, or the
vDevices view for that device; for example, to include the device GUID in the endpoint:

<Endpoint Verb="POST" URL="/devices/{Devices.ObjectID}/deviceCancelled" />

or, to include the person's email address in the body payload:

<Source Field="Email" Retrieval="People" />
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2.2.2.1 Where clauses

Optionally, you can add one or more <where> nodes inside the <patasource> node. This
node has the following format:

<Where FieldName="fieldname" FieldValue="fieldvalue" Operation="operation" Conjunction="
[and|or]" />
where:
« FieldName —the name of a field in the view or table.
« Fieldvalue —the value to compare against the content of this field.
« Operation —the comparison operation. You can use the following:

= equal to — the default when a single field value is specified

l= not equal to

1t less than

le less than or equal to

gt greater than

ge greater than or equal to
like like

isnull valueis null

notnull value is not null

value is one of the listed values — the default when multiple values are
specified

IN

* Conjunction — optionally, the conjunction where you have multiple <where> nodes. You
can use the following:

and
or

For example:

<DataSource ID="PivAuthCert" View="vCertInstances" Lookup="DeviceID">
<Where>
<FieldName>ContainerName</FieldName>
<FieldValue>5FC105</FieldvValue>
<Operation>=</Operation>
</Where>
</DataSource>

This returns the details from the vCertInstances view for the device that is the subject of the
notification; as there are multiple certificates for a single device, the <where> node restricts
the returned data to the certificate where the container name matches the name for the

PIV Authentication certificate.
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223 Endpoint

The <Endpoint> node specifies the REST web service endpoint to which MyID sends the
notification. The format is:

<Endpoint Verb="verb" URL="url"/>

where:
« verb—the HTTP verb used to call the REST web service. You can use the following:
« PosT (this is the default)
* PUT
* DELETE

* PATCH

« URL —the endpoint on the server.

The URL to which MyID sends the notification is constructed from the API Location field
in the external system (see section 2.3, Configuring an external system for REST
notifications) and the URL you provide in the mapping file.

You can include substitutions from your data sources in this endpoint; for example, you
may want to include the device GUID. Use the following format:

{DataSource.FieldName}
For example:
{Devices.ObjectID}

For example:

<Endpoint Verb="POST" URL="/devices/{Devices.ObjectID}/deviceCancelled" />

If the API Location field in the external system is:
https://myserver/Notify

and the device GUID (as obtained from the object 1D field in the pevices data source, which
refers to the vDevices view in the database) is:

79036d80-8322-404f-b146-£37af6b016b4
then MyID sends a POST request to:

https://myserver/Notify/devices/79036d80-8322-404f-b146-
f37af6b016b4/deviceCancelled
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224 Body

The <Body> node specifies the data that is sent to the REST web service.

Within the <Body> node, you can include one or more <property> nhodes. Each <property>
node has a gpath attribute that specifies the location in the JSON output where the value is to
be included, and a <source> node that specifies the data to include in the JSON output for
the specified Jrath.

The format is:

<Property JPath="path">
<Source
Retrieval="datasource"
Field="fieldname"
EncodingFormat="format"
DataType="type"
Default="staticvalue" />
</Property>

where:
« Jpath —the path in the JSON output to create.

For example, device.id creates a top-level element called device and within that an
element called id.

» Retrieval —the name of the data source from which you want to obtain the data.

« Field—the name of the field in the data source you want to include.

» EncodingFormat — if you are retrieving Boolean or date information from the database,
specify one of the following:

* Boolean —the value is output as true or false.

« Date —the value is outputin ISO8601 date time format: yyyy-MM-
ddTHH:mm:ss.000%Z

« DataType —if you are retrieving image, base64, or GUID data from the database, specify
one of the following:
» Image —the image is stored as binary object data in the database.
Note: You cannot access image data when the data is stored as a file; you can
access only image data that is stored as binary object data in the database.

* HexedB64Certificate —the retrieved data is in hexed base64 format. The data is
converted to base64 format and any carriage return or line feed characters are
removed before they are written to the JSON body.

« Guid—when retrieving a GUID from the database (for example, the cbject1D fora
device) itis enclosed in braces {} — you cannot include these in a JSON file. Specify
a DataType Of Guid to strip the braces from the GUID before writing it to the
JSON body.
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* Default — a static value to use if the retrieval from the database does not produce a
value. Alternatively, you can use the pefault attribute instead of the Retrieval and
Field attributes to provide a static value.

If you do not provide a pefault value, and the retrieval from the database does not
produce a value, the path specified in the Jrath is not included in the JSON output.

For example:

<Property JPath="device.validity.enabled">
<Source EncodingFormat="Boolean" Field="Enabled" Retrieval="Devices" />
</Property>

This obtains the value for Enabled field in the pevices data source, which refers to the
vDevices view in the database; this value is 0 or 1 in the database, but the EncodingFormat
tells MyID to output it as true or false to the appropriate place in the JSON output; for

example:
{
"device": {
"validity": {
"enabled": true
3
}
}

2.2.4.1 Additional processing

Optionally, you can add a <Processor> node inside the <source> node to carry out
additional processing on the value obtained from the database. This node has the following
format:

<Processor Type="type" P1="Paraml" P2="Param2" />

where:
« Type — currently, this must be:
» substring— obtains a part of the string value.

« p1 —the first parameter. For substring, this is the start location (based on zero-based
indexing).

« p2 —the second parameter. For substring, this is the number of characters. If you do not
specify a number of characters, the value returned is from the start location to the end of
the string.
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For example:

<Property JPath="device.fascn">
<Source Field="SN3" Retrieval="Devices">

<Processor Type="substring" P1="14" P2="6"/>
</Source>
</Property>

This obtains the value for the sn3 field in the Devices data source, which refers to the

vDevices view in the database, then obtains a 6-character section of this value starting at
position 14 (based on zero-based indexing).

If the sn3 value is:
0011 - 0000 - 250018 - 1 - 1 - 0000000001 1 1234 4 - 28
the outputis:

{
"device": {
"fascn": "250018"
3
}
}
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2.3 Configuring an external system for REST notifications

To enable a REST notification, you must create a connection to your REST web service using
the External Systems workflow.

To create an external system:
1. From the Configuration category, select External Systems.

You can also launch this workflow from the Connections and Notifications section of
the More category in the MyID Operator Client. See the Using Connections and
Notifications workflows section in the MyID Operator Client guide for details.

2. Click New.
3. From the Listener Type drop-down list, select RESTService.

The details for a REST notification external system appear.

External System

Name: | | Description:

Listener Type: | RESTService v
Enabled @

Mapping File: [ Please select... v memwmngm'Pleesise‘m'
API Location: |
OAuth Token Endpoint: | |
Client 1D: | |
Requested Scopes: | |
Bearer token : | ‘
Confirm Bearer token : | |
Client Secret: | |
Confirm Client Secret: | |

. e

4. Complete the following details:
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» Name — Type the name of the notification you want to configure.

Important: This must match the notification generated by MyID for the device
lifecycle event. By default, you can provide one of the following values:

* DisableCard

®* EnableCard

®* REST Device Cancelled
®* REST Device Issued

®* REST Device Reassigned
* REST Person Added

* REST Person Deleted

* REST Person Disabled
* REST Person Edited

®* REST Person Enabled

®* REST Request Added

®* REST Request Updated

These values are case sensitive. See section 2.1, Standard REST notifications for
details of these notifications.

« Description — Type a description for the external system.

- Enabled - Select this option to enable the notification, or deselect it to disable the
notification. When the notification is disabled, MyID does not attempt to send this
notification to the external system.

« Mapping File — Select the mapping file you want to use from the drop-down list.

Mapping files are stored on the MyID application server in the following folder by
default:

C:\Program Files\Intercede\MyID\Components\ExternalSystemMappings\

For details of the provided standard mapping files, see section 2.1, Standard REST
notifications.

For details of creating your own mapping file, see section 2.2, Creating a mapping
file.

Once you have selected the mapping file, its contents appear on screen.
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« API Location — Type the base URL of your REST web service API.

The endpoint for the notification is generated by taking this APl location and
appending the endpoint URL specified by the mapping file; for example, if your
API Location is:

https://myserver.example.com/Notify

and the mapping file specifies:

<Endpoint Verb="POST" URL="/devices/deviceIssued" />

MyID sends a posT notification to:

https://myserver.example.com/Notify/devices/deviceIssued
5. Provide the authentication details for your web service.

You can either provide a pre-requested bearer token, or use an OAuth2 provider to
request a bearer token.

To use a pre-requested bearer token, provide the following information:

- Bearer token — Type the bearer token you want to use.
« Confirm Bearer token — Type the bearer token again to confirm it.

Note: MyID does not validate the bearer token before using it to send the notification.
You must ensure that the token is valid.

Alternatively, to use an OAuth2 provider to request a bearer token, provide the following
information:

« OAuth Token Endpoint — Type the URL of the web service token provider.

« Client ID — Type the client ID that has been registered with the OAuth2 token
provider.

« Requested Scopes — Optionally, provide the scopes you want for the requested
token. If you do not provide any scopes, the default scope configured for the token
provider is used.

« Client Secret — Type the shared secret you have configured for the token provider.
« Confirm Client Secret — Type the shared secret again to confirm it.

Note: The token is issued with the default validity period for the bearer token scope; you
cannot specify a validity period. MyID caches the provided token and requests a new one
once the token's validity period has expired.

6. Click Save.
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2.3.1 Enabling and disabling a notification
To enable or disable a notification:
1. From the Configuration category, select External Systems.

2. From the Name drop-down list, select the external system you created for the notification
you want to enable or disable.

3. Click Edit.
4. Setthe Enabled option.

When the notification is disabled, MyID does not attempt to send this notification to the
external system.

5. Click Save.
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3 Troubleshooting REST notifications

Notifications are sent outside the main workflow process; this means that a failure to send a
notification does not result in a workflow failure, is not audited, and does not appear in the
system events.

If a notification cannot be sent, the notification remains in progress and MyID will retry on the
following default schedule:

» After 10 minutes.
« After 30 minutes.
« After 60 minutes.
« After 4 hours.
» After 12 hours.
« After 24 hours.
If the notification has not been sent after this time, MyID stops attempting to send it.

You can view the status of the notification in the Notifications Management workflow; see
the Using the Notifications Management workflow section in the Administration Guide for
details.

If you make changes to your mapping file after setting up your external system, you must edit
your external system and save it again so that MyID picks up your changes.; see section 2.2,
Creating a mapping file.

To view the reason for a failure to send a notification, you can check the serverrResponse
field inthe NotificationsInProgress table in the MylD database.

You can also configure logging for the Notifications.Net component; see the Log4Net section
of the Configuring Logging guide for details.
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